Pandora wrould like to thank you for
choosing our service-security system

Pandora Smart Pro v3 s a car service-secunty system built for cars with on-board voltage of “24.
It 1s a complex engineering solution, which incudes unique and modern technological software and
har dwvare solutions.

When building the Pandora Smart Pro v3 we were using the most up-to-date electronics from
world’s best manufacturers. Ihe device s built using high-precision mounting and control machinery,
thus we guarantee highest possible quality, reliability and stable techrical charactenstics for the whole
operation period.

Ihe Pandora Smart Pro v3 has a cryptographically strong authorization code wath unique dialog
algorithm and individual encryption key on every device. |t guarantees protection form electronic
hacking for the whole operation period.

Ihe systern 1s bullt for your convenience: It's ergonomic, reliable, has the highest secunity and
service charactenstics, 3 years unconditional warranty and free service and support. We are happy to
provide any support we can —feel free to use our online support.

! WARNING! It Is strongly advised to have professlonal car mechanic Installing the system.
Any car electronlcs Installer should be able to Install the system using Installation scheme In this
manual and the spedal software. Most features are highly dependent on competent Installation.
Our systems are thoroughly tested for quality, so If a feature falls to produce expected result,
most likely the problem Is InImproper Installation.

This device has limited external factors resistance. It should not be subjected to water beyond occasional splatter or operated in
tempertuesoutside 40to +85°C range. Allsystem components must be installed only in 3 car interior.
Thebase unitand radio tags fulfil with the IP40 category of protection againstwater.

Our web-site: pandorainfo.com
Qustomer support: support@pandorainfo.com
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! | HE MANUFACTURER RESERVES THE RIGHT TO CHANGE THE SYSTEM SET AND CONSTRUCTION OF THE PRODUCT TO IMPROVE TS

TECHNOLOGICAL AND OPERATIONAL PARAMETERS WITHOUT A NOTIFICATION,

PANDORA SMART FRO V3

USER MANUAL

Read before using

Carefully read this imanual before starting installation and using the security-service system. Pay

attention to text marked with §

! | HE SECURITY AND TELEMETRIC SYSTEM 15 A COMPLEX TECHNICAL PRODUCT, SYSTEM INSTALLATION AND CONFKGURATION MUST BE
CARRIED OUT ONLY BY A SKILLED PROFESSIONAL.

! FEATURES AND SYSTEM MODES, CONTROL OF THE VEHICLES ZONES DEPENDS ON THE TYPE OF CONNECTION AND SYSTEM SETT INGS,
ORIGINAL VEHICLE OPERATION LOGIC AND TRIf,

! | HE SYSTEM SET INCLUDES THE “CWNER'S PERSONAL CARD | HIS CARD CONTAINS INFORMWATION UNDER A PROTECTIVE LAYER
THAT IS INTENDED ONLY FOR THE OWNER OF THE SYSTEM, [VIAKE SURE THAT THE PROTEC TIVE LAYER ON THE OWNER'S PLASTKC CARD
INTACT AFTER THE INSTALLATION OF THE SYSTEM. READ THE “OWNER'S PERSONAL CARD” SECTION OF THIS MANUAL BEFORE ERASING
THE PROTECTIVE LAYER.

! WHEN SYSTEM INSTALLATION IS FINSHED:

+ (_HECK THE SYSTEM OPERATION AND FUNCTIONS WITH A SPECIALIST,

+ WWE RECOMMEND THAT YOU MARK EACH WORKING FUNCTION WITH A SIGN El IN THE “CONTROL THE SYSTEM” SECTION

+ CHECK THAT THE “INSTALLATION CERTIFICATE” AND “WWARRANTY CARD” AREFILLED OUT. | HESE DOCUMENTS MAY BE REQUIRED FOR
CONTACTING THE CUSTOMER SUPPORT.

+ ASK AN INSTALLER TO A RK THE LAYOUT OF THE SYSTEM COMPONENTS ON THE DIAGRAM, | HIS INFORMATION fAY BE REQUIRED FOR
DIRGNOSTI/CONFIGURING OR EMERGENCY DEACTMATION OF THE SYSTEM,

\VE RECOMMEND THAT YOU CHANGE THE DEFAULT VALLIE OF THE PIIN-CODES OF THE SYSTEM. YOU CAN WRITE DOWN THE CHANGED
PIN-copes i THE “PIN-CODES OF THE SYSTEM“ SECTION,



PIN-codes of the system

The “Secret PIN-code”

(Iswritten on the “Owner’s personal card”
The “Service PIN-code”

(default valuers “-"-1-1)

OO
(Geatvaliets 254 OO0
OO0

[ cannoTBECHANGED |

The “Immobllizer PIN-code”
{Is used for the Validator {(pin-to-drive) function)

! IT &5 RECOMMENDED THAT YOU WILL WRITE DOWN THE CHANGED OR CREATED VALUESOF ALL PIN-CODES. ELIMINATE THIRD-PARTY
ACCESS TO THIS INFORMATION

Owner’s personal card

! ERASE THE PROTEC TIVE LAYER CAREFULLY, LJO NOT USE ANY SHARP OBJECTS TO AVOID DAMAGING OF HIDDEN INFORMAT ION UNDER
THE PROTEC TIVE LAY ER.

Ihe owner’s persoral card contains private inforrmation under a

protective layer:

+ PIN{the “Secret PIN-code”) 1s a 4-digit number, I his code can
be used to disarrn the systern and to deactivate irnrmobilizer
functions and to activate service mode. It can be also used to
enter programming mode.

+ LOGIN 15 @ 10-digit nurnber, This inforrmation 1s used to add
the system to the online service and mobile applications.

+ PASS contains 8 characters and can consist of digits, lower and
upper case letters), [his inforrmaton s used to add the systern
to the online service and mobile applications.

+ Phonenumber is a phone number of the bullt-in SIM-chip.

LoGEN
1070000000 / Y34aCdr)

s

2222
Vi

+ 7- DR Y KR YR

P o
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External YALET button

An external VALE | button with a three-color status LED indicator 1s placed
inside a vehicle (see the systern modules layout) The button 1s used for
programing the system, arming/disarming, activating/deactivating
tenrnobilizer rmode,

System modules layout

External VALE | button
(VALE | button via CAN)

Button
for the immobilizer PIN

Circuitbeing blocked
Baseurit

Beeper

OPOE® ® O
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Base unit

Bullt-In GSM modem (2G/3G/4G LTE) provides a connecton with our online-service pandora-or.
com and mobile applications (Pandora Online/Pandora Pro), allows to control the system by a phone
using U IMk-commands, voice and SMS notifications, automatic date and time detection. IThe modem
operates 11 a robile network using the built-in SIM-chip orfand a rano-5SIm.

Bullt-In SIM-chlp (5I/1 of the system) 1sand integrated SIt-card chip thatitused to work with the
bullt-ir GSM rmodern. The bullt-in SIM-chip has @ tanff plan for Russia (phone nurmber 1s wernitten on the
“Owner ‘s personal card ).

Bullt-In slot for a nano-5IM (512 of the system) I1s used for owner’s SIf-card (nano-SIM) If both
the SIv-chip and SIM-card are used in the system, there s a function thatallows to automatically switch
between the SIM-chip and the SIM-card If there1s no internet connection

! IT 15 REQUIRED TO INSTALL AN ADDITIONAL S M-CARD IN THE Nano-5IW) SLOT FOR THE AUTOMATIC MODE, | F YOU INSTALL A SI V-
CARD IN THE NANG- S| sLoT, SET UP THE SIM2 SETTINGS.

Bullt-In GPS/GLONASS-recelver is designed to determine currentlocation and to automatically
deterrnine U 1S dateand tirne,

2.4GHz radio channel, Bluetooth 5.0 protocol (BT5.0) supports up to "4 additional Bluetooth
devices (see the “Additlonigl devices”section), iIncluding a rmobile phone,

Bullt-In 3D accelerometer s used to detect shock/motion/tlt induding 2 separate zones of shock
sersor (alarrn and warning), the systern allows to adjust sensitivity of each zoneg, to use data from the
accelerometer to block the engine and close the central lock on movermnent.

Temperature sensors allow the systern to measure ternperature of different cones to send this
informaton to the mobile apps. | hefollowing zones are available: interior temperature - builtin sensor
of the main unit, engine termperature — external temperature sensor (see the “System set”), outside
ternperature— digital car protocol®

Ihe system setting allow you to reassign sensor to different zones and use information from
external addiional devices (PS-331B1, RHM-03 B1, DMS-"00 BI); to implement autornatic engine or
engine pre-heater star ts and stops by ternperature-

8 PANDORA SMART FRO

Bullt-In digltal 2xCAN™ Interface allows the systermn to read status end exucute commands wvia
digital buses.

Bullt-In digital IMMO-KEY port and Immobllzer bypass™ — hardware and software algortihms
with the specal Pandora CLONE server allow the system to bypass original immobilizers for automatic
and rernote englne starts. this port can be also used to control Webasto Therrno lop kvo n Eberspacher
Hydronic/2 heaters.

Bullt-In micro-USB port — update and configuration of the systern using a PC and Pandora
AlarmStudio.

I "IWMORE INFORMATION 15 AVAILABLE ON LOADER. PANDORAINFO.COM,
.
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Information signals of the system

THE SYSTEM IS ARMED

(e switching o iynition)

Short red flashes Systern isarmed
Short green flashes Systern isarmed
(a1 authorization device is inthe coverayezone)

Fast red tlashes Alarrn

THE SYSTEM IS DISARMED
Faded Systern is disarmed
Red Systemn is preparing for automatic or delayed arming
Green Systern isin service mode
(wherniynition is o)
Green Hashes Canfirrns the nuniber of paired radiotays
fwhen switching on ignition)
Red flash Confirms a paired mobile device

YWHEN EN IERING IHE " SECRE |

PIN-CODE" OR I1HE"SERVICE PIN-CODE"

Orange flash Confirms a VALET button press
Short red tlash Conhirms a digitinput PIN-code isincorrect
Red and green flashes Confirms correct PIN code

PANDORA SMART FRO V3

INCYIXA Arrniny

X YN Disarming

S o A Car search
20sec. € )20sec. A8 | Alarm. PANIC mode

YAy

Prepating for remcte engine start

AP I A

Warniny level of 4 sensor istriyyered

YN

<,

Parkiny Iighti>|ﬁitum

es‘i:lgnalwﬁ_en isarming /
dt notihation /

’Sensors aretriggered” sgnalwhen arming

25 seC. Y25 sec. A

Engine blocking warning in Anti-Hi-Jack mode

T sound siyial

Adivating service niode

2 sound siynals

Deactivating service mode

T sound siynal

Correct input o the lmmobilizer PIN-cod &'

3 sound siyiials/3 tinnes

Abdttery ind radio tay is discharyed

4 sound siyiials@ tines

Absence of g an guthorization device when you switch
on ignition

Fastsound signals

Engine blodking warning
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SYSTEM FUNCTIONS AND MODES
Security mode

Ihe system confirms arming with 1x asound and 1x ﬁ light signals. When the systemis armed, the

systern monitors securl ty zones with separated warning and alarm level of tnggering:

+ Warning mode- thismode activates when thereisa slightimpacton the shock sensor or additional

senor. It1s accompanied with 1xAﬂ lightand 3x ) sound signals;

Alarrn mode - this rmode actvates when a sensor or_one of the security cones Is triggered. 11y

accompanied wath 30 sec. %\ light and 30 sec. & 3 sound signals. 1he alarm signals can be

canceled by an arming or disarrming command. If one of the security zones Is triggered the systern:

+ records this eventn I1ts non-volatile memory;

«+ achvates thealarm orwarning mode;

« nforrns an owner by all avallable rearns;

+ blocks the engine (in accordance with the settings and connections).

«  If one of the security zones Is opened at the moment of arming, the systemn wll produce 4x = J
sound and 4x ﬁ light wwarring sigrials,

If one of the security cones fails, the system will forably tum off this zone. If a switch triggers
more than 9 times in a row, 1t will be disabled until the next arming. 1he shock/tiltymotion sensor 1s
ternporartly deactivated (15 sec) If 1T has been tiggered more thar 3 0rnes 11 row.

Ihe system confirms disarming with 2x = 3 sound and zxﬁ light signals. Ihe system deactivate
engine blocking (f the immobilizer functon and additional blocking are not used). If there were alarm
event durng the arnned period, the systern will produce 4x = J sound and 4x ﬂA’ light warring
signals. Ihe systern continues to display all zones when 1t1s disarmed, but the information 1s not saved
in thememory.

Security and monitored zones

«Intenor ernperature (status)

+ Engine temperature (status)

+  Qutside temperature (status)*

+ Yoltage of the or-board urcuts (status)

+ Engineoperation control - KPM (status)

+ Heater operating control (status)

+ huel level (status)

+ Parking (automatic gearbox) /Handbrake (manual gearbox) status
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« “Parking ightisnotturned off“notification (status)

+ Shock sensor (security zone - alarm and warning level)

« Motlon sensor (securlty zone —alarn level)

« lltsensor (security zone - alarm level)

+ Ot alarm system status via CAN, additional sensor (status, security zone — alarm and warning level)
< lurting grition or (status, security zone —alarn level)

+ Opening doors {status, securityzone—alarm level)

+ OUpening a trunk (status, security zone—alarm level)

« Opering a hood {status, security zone —alarrn level)

+ Pressing brake (status, security zone —alarm level)

T "(UTSIDE TEWPERATURE 5 AVAILABLE BY AN ADDITIONAL DEVICE (sEE THE “ADDMIONAL DEVICES” SECTION) OR BY CAN-BUS DATA
SEE LOADER, PANDORAINFO, COM) .

Remote and automatic engine starts

Ihe systern allows for rermote engine start using the “rermote engine start” cornmmand frorn the
mobile application or preconfigured automatic engine star tfunction. Remote start can be used to heat
engine and intenor, charge battery or to cool the interior with air conditioning.

Rernote and autorngtic starts can only be used whern the systern 1s arrned. While the systern 1s 1n
remote or automatic start mode, 1t keeps performing all security functions of all of the security zones
excludinga shock sensor (the system can be configured to notdisable the shock sensor dunng aremote
engine start), lo cornpernsate It, the rmotion sensor sensitivity and respornsiveness will be inueased. If
any securnty zone will be triggered, the engine wll be iImmediately stopped and alarm mode will be
triggered.

Wheriusing the rernote and autornatic engine start functions, rake sure thata car 1s secured with
handbrakeor some other means of fixating the car on a parking position. Remote and automatic engine
start on automatic transmission cars will only occur, If a transmission selector lever was left in the «P»
position,

If a car has manual transmission, remote or autormatic start wall only occur If the program neutral
procedure was followed when the car was arming.

AN EXAMPLE OF THE “PROGRAM NETURAL" PROCEDURE

1. When the engine 1s running, fixate the car with the handbrake and put gear lever to the neutral
position, Prograrn neutral procedure will be switched onautornatically (by default systern settings).

2. lum the key in theignition lock to the OkF position (the engine should still be running) and take
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1t out of thelock (skip this step for cars wath a Start/Stop button).

3. Leave the car, close the doors.

4, Arrn the systern - the engine will be stopped. Now the systern 1s ready to perforrn remote and
automatic engine start.

Automatic starts

Ihe systern allows configuring automatic engine start and stop conditions. Automatic starts can be
configured using the internet-service or mobile apps. Ihe following conditions can be specified
for autornatic engine starts: schedule, tirne penod, engine termperature, voltage. The engine will be
stopped automatically after specfied time or when the engine temperaturereaches a speafied value.
Ihe engine can be also stopped by a user command.

' AUTOMATIC ENGINE STARTS AND STOPS BY TEMPERATURE ARE AVAILABLE ONLY IF A TEMPERATURE SENSOR IS CONNECTED. REMOTE
ZND AUTOMATIC ENGINE STARTS ARE NOT AVAILABLE IF THE HOOD 5 OPEN,

Slave mode

Ihis mode allows arming and disarming using original vehicle control — an oniginal key, button/sensor
of a keyless access entry system.

Slave mode can be implemented using analog connections or a digital protocol of a vehicle
T I|H5 WODE IS DEABLED BY DEFAULT FOR A DIGITAL PROTOCOL. MIORE INFORMATION ON LOADER.PANDORAINFO.COM, IT &
FECOMMENDED TO ACTIVATE THE “PROHIBIT DEARMING WHEN A TAG IS ABSENT” TO INCREASE SECURITY FEATURES OF THE SLAVE

WODE. |F THIS MODE 15 ACTIVATED, IT WILL BE POSSIBLE TO DISARM THE SYSTEM ONLY WHEN A TAG IS IN THE COVERAGEZONEOR LSING
THE" SECRET PIMN-cODE”
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Owner authorization devices and functions
Authorlzatlon devices

Authorlzatlon devices are Bluetooth devices palred with the system (radlo tags, remote control
D030, moblle phone with the app). The devices are used to recognize an owner In the radlo
coverage zone of the base unlt to arm/disarm the system (Hands Free mode) and to Implement
Immobillizer or Antl-HI-Jack functions.

! |NSTALL THE BEEPER IF YOU USE AUTHORZATION DEVICES,

Hands Free mode .
Ihis mode 15 used for automatic arming/disarming “A” when an owner with an authorization devicels
distandng A or approaching “Aa vehicle

T 1 His MODE & DISABLED BY DEFAULT. IT IS REQUIRED TO MAKE ADDITIONAL SETTINGS USING THE MOBILE APPLICATION OR PANDORA
RLarm STUDIO T USE THIS MODE. (QUKK ACCESS COMMANDS TO MANAGE HANDS FREE MoDE: 223" ACTIATE Hanos e
ARMING, 224" - AcTivATE HANDS FREE DEARMING, 222" - DEACTIVATE ALL HANDS REE.

Immobllizer mode

Ihis mode Is used to recognice an owner using authonzation devices when the system I1s disarmed.
When turmning on the ignition, the base unit performs a search for authorization devices in the
radiocoverage cone, If there 1s no any authorlzation device In the radio coverage cone, the systern
will block the engine. Engine blocking will occur iImmediately or at the time a motion sensor detects
movement, It depends on the system settings. When an authonzation device appears in the coverage
conie, the systern will exit blodking mode and will continue to work in norrmal rnode.

I | HIS MODE 5 ENABLED BY DEFAULT. |T IS REQUIRED TO MAKE ADDITIONAL CONNEC TIONS FOR THIS MODE.
.

ANTI-HI-JACK-1/2 modes

Ihe Anti-HiJack modes help to prevent aggressive seizure of a vehicle when authorizationin case of
disappeararice of authonzation devices frorn the radio coverage cone wher systern is disarrmed.

ANIFHI-JACK-1 mode - Ihe base unit checks if an authonzation device1sin theradio coveragezone
each timewhen ignition 1s on and a door Is opened/closed.

ANIFHI-JACK-2 mode - The base urit constantly checks if an authorization device 1s 1 the radio
coveragezone when ignition Is on.
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If the systern cannot detect an authorization device, the base unit will perform a delayed engine
blocking. Ihe siren will play the tngine blocking warning’ ringtone before blocking. Ihe engine wall
be blocked irnrmediately or at the tirne the car starts roving, 1tdepends on the systern settings. When
an authorization device appears In the coverage zone, the system will ext blocking mode and wall
confinue to workin normal mode.

' | HE MODE 5 DISABLED BY DEFAULT, | HIS MODE CAN BE SET ONLY BY A PROFESSIONAL SPECIALET,
.

Multl-button code Immobllizer (pin-to-drive)

Mult-button code immobilizer (pin-to-drive) is a function that allows disarming, disabling blocking
and controlling service mode and time channels using original vehicle controls (button, lever or pedal)
and a pre-programmed PIN-code (the“Immobilizer PIN-code”).

AN EXAMPLE OF USING IHE FURCITON
« lurnron thelgrtion to disable engine blocking or enable service rnode, turning on theigrition s not

required If you want to disarm the system or control tme channels.

+ Eknter the “Immobilizer PIN-code” Press a programmed button/lever/pedal the number of times
equadls 1o the first digit Pauses between presses should not exceed 1 second. More than 1 second
pause will be interpreted as the start of the next digitinput. The immobilizer code can consist max
of 4 digits from “ to 9.

Ihe systern will confirrn the correct Input by @ sound signal of the beeper and 4 prograrnimed

function will be performed.

' | HE MODE I DISABLED BY DEFAULT. | HIS MODE CAN BE SET ONLY BY A PROFESSIONAL SPECIALIST,
.

Checking the number of paired devices

lhe numbe of pared radio tags/mobile dewice can be checked by the number of flashes of the LED
indicator. Ihenumber of tags/mobile device can be checked when switching on the ignition (the system must
be disarrned). Ihe nurmber of green flashes will indicate the number of paired radio tags, « following red flash
will Indicate a paired mobile device.

You can also check the number of parred radio tags/mobile dewice by taking off and putting back on
battery terrninal. The systernwill eritshor tsound sigrials frormasiren = 3
+ hirstseries of the siren signals = j —1indicates the number of paired radio tags;
+ lhesecondlong signal T 3 —after a pause of 2 seconds indicates a paired mobile devices,
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IMMOBILIZER RADIO TAG

Aradio tag Is a device used to control @ vehicle/systern, The tag 1s also used as anauthonzation device
for “Immobilizers Anti-Hijack/Handskree” modes. It works in the Bluetooth coverage zone. Ihe radio tag
has: a control button —<— for arming/disarming and activating/deactivaing service mode; a bullt-in
accelerorneter allows the tag to gointo energy saving rode when there s no rnovernent;an LED indicator
SEND.

( -24GHy, Radiotag BT-760 Radiotag BT-770
Bluetooth 4.2 Low Energy
-~ - Control button
SEND  -LEDindicator
(R 2032 -Battery
Accelerorneter

SEND

Ihe tag should be operated
In ternperatures rangefrorm 10 to +40°C,
1P40 category.

A

' AVOID MOISTURE ON THE RADIO TAG. LJO NOT PLACE THE RADIO TAG NEAR MAGNETS OR PRODUCTS WITH SELF-MAGNETKC FIELDS
.

Functions of the button
ACTION FUNCTION
-+~ - briefly (ignition is off) Army/disarm
~%~- holdfor 2 seconds {system is Change the"Main owner's phonenumber”
disarried)

<%~ - holdtor3 seconds (iynitionis on) | Activate/desctivate Service niode

~%~- had for & seconds Pair atagwith the base unit

~%~- hdd for 10 seconds Firmware update
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Lightindication of SEND LED

SIGNAL DESCRIPTION

1 flash Arming/disarming
Confirniation of arrin
Low battery level (when installing a battery)

2flash Conhrmation ot disarming

3flash Battery is charged fwhen installing a battery)

Faded Battery is discharged (when installing a battery, when pressing the
utton)

Replacing an immobilizer tag battery
Wheri repladng the battery you rmust carefully follow the following steps:

Radlotag BT-770
Uniscrew the screw with @ Philips PHOO screwdnver (fig.”);
Slide the battery coverin the direchon shown by the arrow (fig. 2);
Remove the battery and install a new onen accordance wath the correct polarity;
Ihe SEND ndicator will produce 3red ights If a quality battery 1s installed;
+ Assernble the tag in thereverse order.

O
SEND - 3flashes

fig2 fig4

Ihe tag can be operated as usually after finnshing the procedure,
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Updating firmware of the tag

+ Downiload thePandora B application for Andrord or 105 devices equipped with a Bluetooth 4.0 Low
Energy or higher module).

+ Open themobile app PandoraBl.

« Press and hold the button =5~ of the radio tag until the 10th flash of the SEND indicator, then
release the button,

+ Select the found device and select one of the update option: FILE MANAGER — firmware will be
uploaded frorn the phone storage (only for Andrord), INTERNE | = firrnvvare wall be uploaded by an
Internet connection.
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CONTROL THE SYSTEM BY A PHONE

! FOR THE CORRECT OPERATION OF THE (35V) FUNCTIONS, AN OWNER SHOULD MONITOR THE STATUS/BALANCE OF THE SIM CaRD
INSTALLED IN THE SYSTEM. |F THE SIM CARD 15 BLOCKED OR DEFECTIVE, (55M FUNCTIONS OF THE SYSTEM WILL BE UNAVAILABLE,

Call the system’s phone number. When it answers, enter a command code

¥ Return to previous nignu state 2 5 8 * Systerninformation

a Repedt the last niessaye 2.2 2 + Disable HandsFree

L& Arrniny 4 2 3 * EnableHandsFree arming
0% Disarriiny 2 2 4 + Enable HandsFree disarming
10¢% Silent arminy 2 2 5 *+ EnableHands Free disarming only with automn. star
0 0+ Silentdisarming 789 + Enable sutoraticenyine start
15 %+ Unlodking trunk ¥ & £ + Disable automaticengine start
=L Help 2 v s+ Endall

1.5 % Towtruck mode $ 51 *+ Adtivate Service mode®
1.0 0 * RequestGSM balance 5 52 * Deactivate service mode

1 2 3 * Startengine/prolong engine running 1 5 6 + Switch o enyine heater

221 * Stopengine
2 3 3 * Additional tunction F via CAN
5.0 0 * ReyuestGPS coordinates

7 53 * Connectto senver

4 56 * Switch onadditional channel

6 5 4 + Switch oft additional channel

Switch off engine heater

Adtivate Engine blocking
Deactivate engine blodcing®

& Deactivate authorization devices®
8 * Adtivate authorization devices

4 + Fuellevel alibration
"Itis required to enter the “Sed et PIN-code”af ter dialing a cornmmand
DTMF commands

For example: lo have simple access to engine start function, create a new contactin the contactlist
of your phone, name 1t ‘engine start; for instance, and add the number in the following format:
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+XXKHKKRK KKK, 1237, 207
where
“+ XXKKKKKKKKK = the systern phone nurmber,
+*-- pause|s a feature of the phone (can be displayed as the P} see theinstructions of the phone),
“123""-remote engine start UIMF command,
“297"-end aall D IME cornrmand.
Contact can be added as a speed dial to any of thefree button.
lo have simple access to engine startfunction a phone other than the main owner‘s phone, create
contactin thefollowing forrmat
+HXFOOOCOKRK, 234,237 297"
where1234'— guest PIN-code.

Actlvate/Deactivate service mode

1. Call the systermn number. Wait for the answer.

2. lurn on the igniton, an authorization device (a radio tag, a Bluetooth remote control, a pared
mobile phonewith the app installed) must bein the coveragezone, enter the “lmmobilizer PIN-code” (if
the“Code rnrmobilizer“function 1s enabled),

3, lo activate service mode, dial the 5517 U I Mk command — “Activate service mode’ then enter the
“Secret PIN-code”from the owner's personal card.

lo deactvate service rnode, didl the 552% DIME cornrmand — “Deac tivate service rode”

Volce help

Ihe systern has @ volce help rmenu, During @ volce call to the systern, digl 9% and listen to the
information about system control commands.

lo end the session, hang up the phone.

Repeat the last message
lo repeat any message, press * during a voice call to the system.

Arming/DIsarming

1. Call the systermn number. Wait for the answer.
2,01l 1% to arrn, and 07 to disarrn,

For silent arming dial 10" or 00” for silent disarming.
3, Ihe systemwaill confirm arming/disarming.

lo end the sessiorn, hang up the phone
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Enabling/disabling automatic englne starts
Pandora systems have a function of prompt disabling automatic engine start:
“.Call the systern nurnber and wait for the ariswer,
2.Lnal 987" to disable all automatic engine star ts or 789" to enable.
3, Ihe system will confirm execution of the command.
lo end the session, hang up the phorie,
Autornatic starts can be enabled again by dialing 789" (all previous settingswill remain intact).

Request current coordinates

“. Call the system number. Wait for the answer.

2.ial 500",

3, Ihe system will confirm:‘Currentcoordinates are sentvia textmessage‘and will send text message
with coordinates and a web link to a map to your phone.

1o end the session, hang up the phone.

Request G5M balance

*. Call the systern nurnber, Wait for the aniswer,

2.ial 100",

3. Ihe system wall confirm: ‘Balance information 1s sentwia text message’and will send text message
with account balance inforrmaton to your phone,

lo end the session, hang up the phone.

Towr truck mode
Ihis modeisintended for car transportation with preservation of arming functon. 1ow truck mode

can be activated only when the system 1s armed, 1t will be deactivated automatically when disarming.

. Call the systern nurnber, If the systern 1s 1n PANIC rmode, receive an ermergency call. Wait for the
answer,

2.nal 15™, to enable the “low truck”mode, the system wall disable motion, shock and tilt sensors.
lo end the session, hung up the phone,

3. lo disable this mode, disarm the system.

Actlvating/Deactlvating englne blocking
‘fou can block a car engine using any phone. Ihe engine wall remain blocked until phone command
‘Unlock engine'wll be sentand the “Secret PIN-code’will be entered. This blocking cannot be disabled

by ariy other rmears.
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1. Call the system number and wait for the answer.
¢ Lhal 666 to block an engine or 999 to unlock it (after dialing 999® you should enter the“Secret

PIN code” that s located on the owner's card).

! ALL OTHER COMMANDS CAN BE ENTERED IN THE SAME MANNER,

Changing settings via a phone

Lisarm the systern, call the system number, wait for the answer, switch on the ignition for 1-3
seconds (butno more than 5 seconds), then switch 1t off. Ihe system will enter the settings mode.

An example of changing the owner's system number:

1. Enter thesetting rnenu vid @ phone according to the instruction above;

2. ial DIME command 17(phone number settings) and * *{owner s system number);

3, knter new owner's number in the format "XXXXXXXXXXX # (the system recognizes ™ as +;

4, lo corfirrn, dial 17,

! | HERE ARE 2 WAYS TO CHANGE MAIN OWNER'S PHONE NUMBER

T.M1a A PHONE, USING L | MIF COMMANDS SETTINGS MODE.

2. USING RADIO TAGS! TURN ON THE IGNITION WHEN THE SYSTEM IS DISARMED AND CALL THE SYSTEM PHONE NUMBER. VI AIT FOR
THE ANSWER, DIAL THE “GGUEST PIN-CODE” (DEFAULT VALUE & 1-2-3-4) IF YOU ARE CALLING NOT FROM THE MAIN OWNER'S
NUMBER, THEN PRESS AND HOLD THE BUTTON ON THE RADID TAG FOR 2 SECONDS (UNTIL THE SECOND FLASH OF THE SEND
INDKCATOR), RELEASE THE BUTTON, THE SYSTEM WILL RECOGNIZE THE INCOMING PHONE NUMBER AS THE “TWIAIN OWNER'S PHONE

NUMBER.
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ONLINE SERVICE AND MOBILE APPLICATIONS

lelernetrc function of the systern allows you to control
yourvehicle using the online service pandora-on.com or
mobile apps — Pandora Pro (for 10%), Pandora Online (for
Android).

Ihe Pandora Pro and Pandora Online applications
can work wia a Bluetooth channel when there 1s no
connection to the server, lo get these functons, the
mobile phone must be paired with the system.

! FOR THECORRECT OPERATION OF THE (a5 FUNCTIONS, AN OWNER
SHOULD MONITOR THE STATUS/ BALANCE OF THE S| IW) CARD INSTALLED
IN THE SYSTEM. |F THE SIM CARD E BLOCKED OR DEFECTIVE, (a5
FUNCTIONS OF THE SYSTEM WILL BE UNAVAILABLE.

Before using the online-service, It Is required to
credte dn account (Registration), login o your account
(using your emall and password created on the
registration step) and add the system to your account
(enter inforrmation frorm the “Owner’s persorial card?).

Registration

Visit the website or open the rmoblle app to vedte an
account.

\Web-service: https://pandora-on.com.

Moblle apps:

PandoraPro for 105 Is avallable in the AppStore;

Pandora Online for Android 1s avallable on the Play Market

(GooglePlay).

! iU REQUIREMENTS: AnDRioD YW4.4; 10570,
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fou wall create the data to sign in: LOGIN - your email, PASSWORD - a password entered during the
registration. You wall recenve an email with a confirmation link. Click the link to complete the registration
procedure,

Login

After cornpleting of the registration process, youcan login to the online service via a cornputer’s web
browser or via the mobile apps Pandora Pro or Pandora Unline. Use your previously created login/
password to login.

Adding a system to your account

Ihe created account can support up to 3 telernetry systerns. Use the information from the “Cwner’s
personal card”to add the system to your account.

(o to the “Add a device/Add a system”window and enter the LOGIN and PASS from the “Owner’s
persoral card’ create d narme for your car and click “Add”

! ERASE THE PROTECTIVE LAYER CAREFULLY, LJO NOT USE ANY SHARP OBJECTS TO AVOID DAMAGING OF HIDDEN INFORMATION UNDER
THE PROTEC TIVE LAY ER.

AFTER THE, YOU WILL BE ABLE TO CONTROL, CHANGE SETTING AND GET INFORMATION ABOUT THE VEHKCLE STATE THROUGH THE
ONUNE SERVICE.

! [NUMBER OF EVENTS IN THE HETORY IS UMITED, EVENTS ARE STORED FOR AT LEAST ONE MONTH,

Control via Bluetooth

Ihe Pandora Pro and Pandora Online applications can work via a Bluetooth channel when there is
no connection to the server. Ihis type of connection allows you to control the system, receive status
inforrnaton and use your rmobile phorne as an authorization device,

lo get access to thesefunctions, pair a mobile device In the systern:

LLENTER IHE PROGRAMMING MODE

Use the VALE | button to enter the “Service PIN-code” (default value 1s “-"-1-1), See the detalled
instruction of code entering in the“Control the system in case of emergency”section.

ILENTER THE “PAIRING A MOBILE PHONE”PROGRAMMING LEVEL

After entering prograrniming rmode, press and hold the VALE | button for 5 seconds (until the fifth
signal of the Siren/Beeper”). lhe system will enter the “Painng a mobile phone”programming level. [he
LED indicator wll hght green, the system 1s ready for pairing.

! | HE PREVICUSLY PAIRED DEVKCE WILL BE ERASED FROM THE SYSTEM MEMORY AFTER ENTERING THE LEVEL
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Il PAIR A MOBILE PHONE.

lurn on Bluetooth on your mobile phone and open themobile application. Go to : Setings -» Bluetooth
control -> Bluetooth devices Not spedfied (Androidp»-> + (05)7 Add (Androids, Select the found systern in
the search wandow;, the systern and the mobile dewce wll be autornatically paired. 1 he systernwall corfirm
pairngwith the senes of green and red flashes of the LED and a sound signal of the siren.

& |F THERE 5 NO AUTOMATIC PAIRING, BUABLE THE “PIIN REQUEST FOR PHONE PAIRING” MEM IN THE “RADIO TAG AND MOBILE DEVKCE
FUNCTIONS” SETTINGS AND MWAKE THE PAIRING PROCEDURE AGAIN, A MOBILE DEVICE WILL REQUEST A PIIN-CODE (FACTORY PRE-SET IS O-0-
1-1-"-1 WHERE 4 LAST DIGITS ARETHE “SERVICE P IN-CODE

IV, EXI1 PROGRAMMING MODE
lum on theignition and then turn off to exit programming mode.

! | HE SYSTEMSUP PORTS ONLY ONE (WOBILE DEVICE.
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CONTROL THE SYSTEM
Arming

To arm the system when the Ignition Is off, use one of the methods described below. The system
will confirmthe command with 1 short sound signal 1x = )and 1flash of light signallzation

N,
-
SLAVE

HANDS-FREE
WIOBILE APP systern arming

009 7 1x AN

ocking 1x VAN
a

-8}

[Dradiotag
Aradio tag rust be in the Bluetooth woverage ared, Shortly press the control button =5, on the tag,

[ siave mode
Shortly press the “Lock” button on an ongingl rermote control or use d sensor/buttorion a door handle
{for cars with an intelligent access system).

[IPhone
Call thesystermn number, Waitfor theanswer, Lial the W command. 1o arm the systemwathout siren signals
dial the DO,

[Jonline-service
Login to the PANDORA-ON.COM, when the systern Is online {there Is an Intemet connection) press the
g buttori on the control panel,

[T moblle applications Pandora Online and Pandora Pro
Opern the mobile application. Wher the systernis online (there 1s anInternet or Bluetooth connector),
press and hold the g button on the control panel until the scaleisfully loaded.
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[ HandsFree mode
Movewith an authonzation device away from your vehicle A,

[HvALET button
Press and hold theWALE| button for 3 seconds. Ihe system will be armed in 30 seconds. he LED
Indicator 1s lghting red during the countdowr.

! | HERE IS AN OFTION IN THE SYSTEM SETTINGS THAT ALLOWS TO ARM THE SYSTEM WITH DEABLED SENSORS (SHOCK/TILT/ MOTION
AND ADDITIONAL SENSORS). | HE MODE CAN BE ACTVATED ONLY BY A PROFESSIONAL SPECIALIST .

Disarming

To disarm the system, use one of the methods desalbed below. The system will confirm the
command with 2 short sound slgnals 2x = ) and 2 flashes of turn Indlcators 2x A.

a Radlotag
Radio tag roust be in the Bluetooth coverage ared, Shortly press the control button =5~ ori the tag.
@B
sunlocking 2 N
a o
SLAVE 4
HANDSFREE
IOBILEAPP eni disarmiing
@O »2x A
[ siave mode

Shortly press the “Unlock” buttort oran onginal rermote control or use a sensor/button on a door handle
(for carswath anintelligentaccess systern.

[Tphone

Call the systern number, Wait for the answer, Lial the command.
lo disarm the system without siren signals dial the @@© command.
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[ 1 online service
Logln to the PANDORA-ON.COM, when the system 1s online {there 1s an Internet connection) press the
of “Jbuttorn on the control pariel,

[T mobile applications Pandora Online and Pandora Pro
Open themoblledpp‘llutlon Wheri the systern is oniline (there 1s an Intermet or Bluetooth connectorn),
press and hold the o button on the control panel until the scale 1s fully loaded.

[ IHandsFree mode .
Move toward the vehicle with an authorization device A™

[BvaLerbutton
Enter the “Secret PIN-code” (see the “kmergency disarming using the VALE| button”section).

Locking/unlocking doors when ignition is on

The system allows you to lock and unlock doors when Ignition Is on. To do thls, use one of the
methods described below.

D Moblle applications Pandora Online and Pandora Pro

Open the mobileapplication. When the s,y\stem 1s online (you aren theradio coverage area), press and
hold the &y ol button to lock doors or the gf button to unlock doors on the control panel until the scale
15 fully loaded.

[Jautomaticmodes

lhereare autornatc lock rnodes thatwill lock the doors at the car rmovernentor onswatching on the
ignition. When using doors locking mode on car movernent start, the systerm wall detect car mowing
and perform doors locking (it depends on speed status ina digital CAN-bus or motion sensor sensitvity
settings). Wheriusing doors locking rmode onswatching on the igriion, the doors will be locked
automatically 5 seconds after the ignitonwas switched on.If any door was opened after the ignition
had been switched on, automatic locking wall be disabled to preventlocking the keys inside the car.
Doors can be autornatically unlocked whern the ignitionis switched off.

! | HESE MODES ARE DEABLED BY DEFAULT, USE THE PaNDORA ALARM STUDIO TO ENABLE THESE SETTINGS.
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PANIC mode

If your car or you are In danger and you want to draw attention to your car, you can use PANC rmode.
In this mode the siren will sound = a and turn signals A will flash repeatedly for 30 seconds. lo
activate thismode, use one of the methods described below,

[0 mobite applications Pandora Online and Pandora Pro

OUpen themobile appl|cat|on \When the system is online (there s an Internet or Bluetooth connection),
press and hold the =) t/)utton on the control panel until the scale s fully loaded. 1o switch this function
off press and hold the 1) button on the control panel until the scale s fully loaded.
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Remote engine start

If the system Is prepared for remote start, use one of the methods described below to start the
englne, the system will confirmthe commandwith 3x %\ light signalization.

startengine
ueT
G |
oo ¢
armed engine started
sop engine
STOP
nae |
-
RO
D Original key
Ihe system reads digital information from a car, this allows you to start and stop the engine by an
original key.

«  Tostartthe engine, pressthe LOG("button 3 times within 5 seconds (the key must be inthe radio coverage
zone.

+ Tostopthe engine, pressthe "LOCK”button 3times within 5 seconds (the key must beinthe radio coverage
zZone),
T REMOTE ENGINESTART BY AN ORIGINAL KEY DOESN'T REQUIRED ANY ADDITIONAL SETTINGS. (_HECK IF THE FUNCTION AVAILABLE FOR
FOUR CAR IN LOADER, PANDORAINFO.COM,
T 1 HE FUNCTION BECOMES AVAILABLE ONLY 30 SECONDS AFTER ARMING

A
[Aphone

lo start the engine, call the systern number, wait for the answer. Dial the @3 command. If you
repeat the W23 cornmnand when the engine 1s running, 1t will prolong the operation period by 10
minutes (this procedure can be repeated multiple times).

lo stop the engineg, call the systern number, wait for the answer. Dial the 220 command.

[Jonline service
lo start the engine, login to the PARDORA-ON.COM (when the system 15 online there s an Internet
connection), press the SIART ENGINE buttor o the control panel. Iria few seconds the engine will
be started, itwill be confirmed with the spinning 4% 1con.
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+ lostoptheengine, press the S10P ENGINE button on the control panel. In a few seconds the engine
will be stopped and the spinning 458 1con will be faded.

(1 mobite applications Pandora Online and Pandora Pro
+ lo start the engine, open themobile application. When the system 1s online (there 1s an Internet or
Bluetooth connection) press and hold the START ENGINE buttor on the control panel until the scale
1s fully loaded. In a few seconds the engine will be started, 1t will be confirmed with the spinning
icon.
« Inafew seconds the engine will be started, 1twill be corfirrmed with the spinning 8 1con,

Service mode

Itis recommended to put the system into the servicemodebefore handing 1tto a car service or valet
parking. When this rnodeis switched or, security systern stops interfering with bullt in electronics and
disables all functions to ease maintenance.

To switch on this mode, disarm the system, turn on the Ignition, an authorization device (a
radlo tag, a Bluetooth remote control, a moblle phone) must be In the coverage zone, enter the
“Immobillizer PIN-code” (If the “Code Immobllizer” function Is used) and use one of the method
described below:

[ARadio tag
lo activate/deactivate service mode, press and hold the —<— button on aradio tag for 3 seconds (until
the third flash of the LED), release the buttor,

[Bphone

Call the systern nurnber wait for the arnswver,

+ loactivate service mode, dial the XS DIME command and then dial the “SecretPIN-code“from
the Owner’s personal card.

+ lo deactivate service rnode dial the &G0 DIME cornmmand.

[ mobile applications Pandora Online and PandoraPro

lo activate/deactivate service rode, open the rmobile application, Whern the systern is online (there
15 an Internet or Bluetooth connection), press and hold the}’,‘g; button on the control panel until
the scale Is fully loaded.

! | © CHANGE BUTTONS LAYOUT OR ADD NEW BUTTONS ON THE CONTROL PANEL, GO TO “SETTINGS CONTROL BUTTONS'.
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[0 immobilizer buttons

+ lo activate service mode, enter the “Immobilizer PIN-code” and press the immobilizer button 10
trnes within 20 seconds.,

+ lodeactivate servicemode, turn on theignition and enter the “Immobilizer PIN-code”

Service mode Indication
Activated Service modeisindicated by: an |con* inthemobileapplication, constant green LEL when
theignihon is on, long sound signal of a Beeper af the moment you activate the mode.

+  Deactvated Service models indicated by: no “Service rnode” 1con in the rmobile application in
the mobile application, no constant green LEL when the ignition 1s on, two long sound signal of a
Beeper at the moment you deactivate the mode.
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CONTROL OF THE SYSTEM IN CASE OF EMERGENCY

Ihe systern has ernergenicy ways to deactivate secunity and ant-hijack functions {using the VALEI
button and the “Secret PIN-code”) in case of loss or fallure of control devices or in case of dischargeof a
battery (when you cannotreplaceit or charge).

Before using ernergency systern control, check the systern and vehicle control devices: chedk «
battery, turn on a devicein accordancewith its manual (If required).

If all devices areworking, try to make a primary vehicle diagnosis: check the vehicle onginal control
device, vehide battery chargelevel, gearbox selector position, chedk inforrmaton on the dashboard.

T | HE SYSTEM CAN BE CONTROLLED FROM A PHONE USING )| M commanps.

0" - Lisarming.

998"cec — Deactivate authorization devices (Immobilizer and Anti-Hyack functions), where xcoccis
the“Secret PIN-code” written on the Owner§ personal card under the protective layer.

1"- Arming.

888" - AL[I\I'd[e duthorization devices (Irnrmobilizer and Anti-Hijack functions).

! READ THE PROCEDURE FOR ENTERING THE P|[\-CODE BEFORE USING EMERGENCY FUNCTIONS,

ENTERING THE PIN-CODE

Ihe code must be entered only when the base urnit s powered and theigrition s off. The PIN code can

be entered using the external or located on the base unit VALE| button. The digits input and correct

mput 1s Indicated by the external orlocated on the base unit LED indicator.
Enter the first digit « Press the button the nurnber of tirnes equal to thefirst digit Pauses betweern
presses should not exceed * second. kach pressing will be confirmed wath an orange LED indicator
flash. Pause for more than 1 second, a red LED indicator flash and a short sound single of the Beeper
conifirrn the input of thefirst digit. Ihen you can enter thenext digit.

+ Enter the second diglt « Press the button the number of times equal to the second digit. Pauses
between presses should not exceed 1 second. kach pressing will be confirmed with an orange LED
Indicator flash. Pause for more than 1 second, a red LED ndicator flash and @ shortsound single of
the Beeper confirm the input of the second digit. Ihen you can enter the next digit.

« Enterthethird digit « Press the button the number of times equal to the third digit. Pauses between
presses should notexceed * second. bach pressing will be confirrmed wath an orange LED indicator
flash. Pausefor more than 1 second, a red LD indicator flash and a short sound single of the Beeper
confirm the input of the third digit. 1hen you can enter the next digit.
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+ Enter the fourth diglt « Press the button the number of imes equal to the fourth digit. Pauses
between presses should not exceed 1 second. kach pressing will be confirmed with an orange LED
ndicator flash. I he cormect nput will be corfirrned with the seres of green and red flashes of the
LED indicator.

Emergency disarming

In caseyou cannot disarm the system as usual, use the VALE | button and the‘Secret PIN-code written

on the Owner’s personial card (see the“General inforrmation” secon):
If your car 1s locked, unlock it by an original key. Not paying attention to the siren signals, make sure
thattheignition is off and enter the“Secret PIN-code” (see the procedure description above), If there
are no siren sounds or LD flashes, check the battery. Itis not possible to enter the“Secret PIN-code’;
If there 1s no power supply.
Ihe systemwill be disarmed in case of correct PIN-code input. Itwall be confirmed wath the series of
green and red flashes of the LED indicator, the series of sound signals of the Beeper, 4 beeps of the
Siren and 4 signals of the light signalization.

+ Ihe systern will stay 11 previous state in case of incorrectinput of the PIN code, [twill be indicated
with along red flash of the LED indicator. New input can be attempted after 5seconds.

+ Emergency disarming I1s equivalent to a normal method of disarming. No additional actions are
required for further operation of the systern.

Emergency control of the anti-theft functions

Ihis section describes how to deactivate and activate anti-theft functions (Immobilizer and Ant-Hi-
Jack), which use aradio tag, a remote conftrol or a mobile phone as an owner authorization device,
and “Code rnrobilizer“function, which uses standard car controls (buttons, levers, pedals) to enter the
Immobilizer PIN-code.

Emergency deactlvatlon of antl-theft functions

lo temporarily deactivate the Immobilizer or Code immobilizer function (pin-to-drive), turn on the
ignition when the system 1s disarmed. Enter the “Secret code”from the owner’s personal card using the
YALE | button. The irnrmobilizer functions will be being deactivated by the tirne theigrtion 1s turned off,

Emergency actlvation/deactivation Immobllizer/Code Immobllizer functions
Abrnergency control of the anti-theft funcons 1s possible only whern the systern s disarned, the
ignition 1s off, servicemode s deactivated, a vehicle battery is charged.

36 PANDORA SMART FRO V3

Enter the “Secret PIN-code” or the “Service PIN-code” (default value s 1-1-1-1) to put the system in
programming mode.

lo manage Immobilizer and Ant- lo manage Immobilizer and Anti-Hi-Jack
Hi-Jack functions - After entering functons - After entering programming
prograrnrning rmode, press the VALE| mode, press the VALE buttor *5 tirnes,
button 13 times.

Pauses between presses should not exceed * second. kach pressing will be cornfirrmed with an
orange LED indicator flash. Ihe systern wall confirm entenng the “3th level with the red flashes of the
LED and shortsignals of the Siren/Beeper.

« TO DEACTIVATE THE FUNCTION - |he LED Iindicator will be green after entering the
programming level. Ihe system wall wait 10 seconds for entenng the Secret PIN-code! If the PIN-code
I1s not entered within “0 seconds or the input 1s Incorrect, the siren will sound one signal, the LED will
produce theseries of red and green flashes and the system will return to the programming menu. knter
the “Secret PIN code’ that 1s wiitten on the owner’s plastc aard. The systern will confirrn deacivating
with two sound signals of the siren, along red LED flash and two sound signals of the siren. urn on the
1gnition and then turn off to exit programming mode. [he function will be deactivated.

« TO ACTIVATE THE FUNCTION - |he LED indicator will ightred and the Beeper will sound a long
beep after entering the programming level, |he system wall wait for action. Press theWALE | button once
activate the irnrmobilizer function, [he systern wall confirrn erabling with one short sound signal of the
Siren/Beeper and a green LED light lurn on theignition and then turn off to ext programming mode.
Ihe function will be activated.
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ADDITIONAL DEVICES

Remote control D030 15 a two-way short-distanice cornrnunication
device designed to control a security system and recerve information
aboutts state. ITheremote control can be used as an owner authorization
device,

CONIROL COMMANDS

Arming/Disarming | Irunk | Remote engine start | Engine pre-heater
SIAIUSES

Yehicle and system statuses

QWNER AUTHORIZALTON

Immobilizer | Ant-HiJack| Hands Free
OLED-pEpLar | 2.4GHz Rapio INTERFACE (BLE 4.2) LI HREE CONTROL BUTTONS
| Sounp moicaTor | Viero NDKATOR| LEL) inpicaToR| BarTery| micro-USE

Radio tag BI-760 / B1- 77015 d onie way short distance cornrnurnication
device designed to control a security system. |he tag can be used asan
owner authorization device.

CONIROL COMMANDS

Arming/Disarming | Service mode

Irnrnobilizer | Anti-HiJack| Hands Free
24GHz rabio nTerrace (BLE 4.2) | ControL Butron | LELY imnpicator | Marion
sensor | (R 2032 earTery

Door sensor DMS-100 Bl 1s a wireless device designed to monitor
Interrial or external perirmeter state: any security zorne can be assigred to
the Hall/shock/tilt sensor state; terperature monitoring. |he sensor can

be installed on a door, hatch, trunk, trail, garage door.
2.40GHz rapio inTERFACE (BLE 4.2) \ HALL SENSOR | | EMPERATURE SENSOR | SHoCK/
T sensor | CR* 23 BaTTERY
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Radio module BHV-03 Bl — 15 a wireless device designed to control

equipment of the engine compartment:

+ Control of Hood lodk, sirer, engine blocking based or not based on
car movernent, digital control of engine pre-heaters kberspacher
and Webasto;

+ Statuses of termperature, engine pre-heater, lrunk securnty zone
24GHz rapio inTerrace (BLE 4.2) | Buwr-m reay (NO) | Morion SENSOFS)J
| RUNK SWITCH INPUT ‘ EXTERNAL TEMPERATURE SENSOR | Qurputs: SIREN, HOOD LOCH
ENGINE PRE-HEATERS (LITN)

RE-module RFM-470 15 an external antenna that provides wareless

communication between the system and remote controls:

+ supports up to 4 remote controls D-043;

+ Integrated  “CALL/SOS” for arrning/disarrning,  driver  call and
emergency notifications;

«+ Integrated PANDORA security mode status LED.
Rapilo WTeRFAcE B6B8MHZ/LoRA/ 1288 | 2.4GHL mermace (BLE 4.2) |
MucriFuncTionat CaLLSOS eutTon| SounD NpicaTor | STatus LEL iNpicaTor

Piezo siren P5-331 Bl 1s a wireless device for sound indication and
control of engine compar tment:
+ Control connection with the base unit;
+ lemperature sensor, “Irunk”security zone.,
Sounp pressure © 18 oB | 2.4GHz (BLE 4.2) RADIO INTERFACE | FLEXIBLE INPUT
“ I RUNK'| FLECBLE OUTPUT| | EMPERAT URE SENSOR

Blodking radio relay BIR-101 1s @ wireless device designied to perforrn

blocking engine blocking based or notbased on car movernent
24GHz (BLE 4.2) Rapio mTerracE | Buir-in erociang reLay (NO) | Motion
SENSOR
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WARRANTY OBLIGATIONS

Manufacturer guarantees comect operation of the service-secunity systern If exploltation,
installation, storage and transpor tation conditions described 1n this manual were met.

Ihe systern should only be used according to installaton scheme and user manuals.

Ihe systern s rneant to be installed by the professionial car electronices nstallers, I henstaller should
fillininstallation cer tficate that s induded in this manual.

Parts malfunctioning dunng warranty penod on the fault of the manufacturer should be repaired
or replaced by the installation center of the rnanufacturer or by certified service center, List of certified
service centers can befound on pandorainfo.com

Ihe user loses thenight for warranty services in the following cases:
+when warranty period expires;

+ If exploitaton, Installation, storage or transportation conditions were notmet;
« If there 1s mechanical damage of the external parts of the system after it1s sold.

Ihis includes: fire damage, consequential damage In case of car accident, aggressive liquids and

water seeping damage, damage caused by improper use;

« If the darnage was caused with Incormect settings and pararmeter adjustinent;

+ If system devices are replaced with any devices thatare not recommended by the manufacturer;
«If manufacturer sealing 1s broken;

« i there 1s no properly filled warranty card and installation certficate.

Warranty period 1s 3 years since the moment of purchase, but no more than 3.5 {three and a half)
years since the moment of production. Ihis warranty does not include batteries of theremotes, as they
have their own servicelifetinme,

Maintenances andrepairs of the system with expired warranty period are carned out at the expense
of the user on a separate contract between the user and thenstaller/service center,

' WE RECOMMEND THAT YOU ASK AN INSTALLER TO FILL OUT THE INSTALLATION CERTIFKCATE AND THE WARRANTY CARD. |HESE
DOCUMENTS MAY BE REQUIRED FOR CONTACTING THE CUSTOMER SUPPORT..

40 PANDORA SMART FRO V3
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PANDORA SMART FRO V3

INSTALLATION CERTIFCATE

I, theundersigried

Position, name.

professiorial installer, certfy thatinstallation of the service-security systern, specified below, was carned

out by mein accordancewith manuals and schemes provided by the manufacturer,

Car spedfications:

Carmodel| lype

Id number (YIN)

Registration number

Securty systern spedfication:

Model Pandora Smart Prov3

Serial number

Service center narne full address and imstallers starnp

Signature. /

Signator
Work accepted J

Signator
Datee_ _» 20 _year
USER MANUAL
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ACCEPTANCE CERTIFICATE

Model Pandora Pandora SMARIT PRO v3 15 1n1 conforrmity with Electrornagnietic Cornpatbility Directive

EMC 2004/ 08/EC and R& 1 I Directive “999/5/EC,

Serlal nurnber Date of producton

Responsible person’s signature (stamp)

Packager

Signature (personal stamp)

WARRANTY CARD
Model Pandora SMARI PRO V3

Serial number

Seller’s (installer’s) starnp

Sellers signature
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